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The Client: Financial Sector SOC 

The client that this case study is based on is a Security Operations Center in 
a large financial sector company.  

The global company ensures the security of their own and their customer’s 
data through a complex environment of policies, host-based AV and firewall 
software, and a 24/7 team of security analysts in their Security Operations 
Center (SOC). The key focus of the SOC analysts is to monitor and secure all 
the critical networks and devices.  Failure to maintain security of this data 
would have both  legal ramifications and a huge impact on the credibility 
and bottom line of the company. 

NOTE: Due to confidentiality agreements, this case study is a composite of several 

engagements rather than a single one.  

 

The Mission: Attract and Retain Top Security Analysts  

EXECUTIVE SUMMARY 

Challenge 
SOC talent attrition is high due to 

frustrations with inefficiencies of 

workflows which are filled with repetitive 

and simple tasks preventing the analysts’ 

ability to effectively manage the daily 

flood of alerts and deliver on their goals.  

Goal 
Retain and attract SOC analysts by 

automating repetitive and simple tasks to 

improve the efficiency of their processes 

and reducing the number of pain points in 

those workflows. 

Solution 

• Analyze the current business 
processes, workflows and thought 
processes of the SOC analysts through 
user research methods 

• Extract the fundamental investigation 
questions  

• Optimize the processes and workflows 
to support the fundamental questions 
and reduce or eliminate workflow pain 
points 

Results 

• Less frustrated, more effective analysts  

• More bandwidth for team to do other 

tasks such as hunting 

• Less churn providing better work 

environment and continuity 

• Less money wasted on continuous 

hiring and training 

 

SOC management wanted to empower 

their analysts by alleviating the pain of 

their legacy workflows through 

automating repetitive and simple tasks 

whenever possible, allowing them to 

focus on higher severity alerts, and 

successfully resolve more incidents. 

This would allow senior analysts to 

focus more time on proactive hunting 

workflows. They believed this would 

improve analyst retention and attract 

new top talent.  They had identified 

several areas to address: Better tools, 

better training, and more efficient 

business and operational processes 

within the SOC.   

To support these strategies, Brass Hill 

R&D was brought in to provide in-

depth visibility into all current analyst 

workflows, operational processes and 

thought processes.  The goal of this 

research was to develop guidelines for 

process/workflow improvement and 

tool/application evaluation—

ultimately providing an improved user 

experience for the security analyst.  

Solving the Skills Crisis in our Security 
Operations and IR Centers 
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The Approach:  Apply User Research and Strategy Techniques  
 

Traditional Analyst Journey Map 

 
 

The Basics: Talking to End Users Added-Value: Uncovering Fundamental Investigation Questions  

Our first goal was straight forward—

employing a suite of User Research 

methods, we interviewed all staff 

working within the SOC to uncover the 

common and uncommon tasks, 

communication patterns, and processes 

used to achieve their goals. We were 

looking for areas of pain, differences in 

methods and goals between people, 

common workflows, gaps in efficiency, 

and the thought processes that were 

driving the analysts’ investigations. 

 
 

Many tools don't allow you to ask the 

questions that you truly want 

answers to in an investigation. 

Analyzing the thought processes and 

actions of analysts that are required 

to get to the answers allowed us to 

uncover some of those fundamental 

questions. Knowing what these basic 

questions are allows us to use them 

to optimize the task workflows and 

to evaluate new tools for their 

usefulness.  The questions also 

provide a good basis for training new 

analysts. 

We found that these fundamental 

questions come in two flavors -  

high value questions across enterprises; 
and high value questions for specific 
verticals.  As well, we have noted that 
these fundamental questions relate to the 
skills crisis as follows:  

1. Organizations don’t always include 

them in their training regimen, 

instead creating playbooks that 

follow a tools oriented question set 

2. Use of tooling doesn’t match up with 

the fundamental questions 

3. Extensive domain knowledge may be 

needed to navigate  the tools to the 

real answers. 

4. Analysts have to navigate primitive 

and cumbersome workflows to get at 

answers 
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Extracting a Fundamental Investigation Question  
 
 

 
 

Evaluating the Status Quo  Example of a Deliverable: Current Alert to Ticket Workflow with Pain-points 

Using the results of the initial research, 

we put together a user-task matrix and 

maps of the common current workflows 

with all the inefficiencies and pain- 

points called out.  This was the starting 

place, along with the fundamental 

questions, for re-architecting the work 

processes.  

 

Pulling It All Together 

Through a series of collaborative 

exercises with the team, we analyzed 

various combinations of available tools 

and the research results, to define a set 

of optimized processes.  

Once the exercise was completed and 

the team was on board with the results,  

several easy-to-implement processes 

were rolled out without any re-tooling. 

More complex changes were 

incorporated into a roadmap which 

included creating some internal tools.   

      

 

  

How a T1 Gets To the Fundamental Question

FQ: What are the 

communicating devices?

How a T3 Gets To the Fundamental Question

=?
Junior Analyst Senior Analyst

Internal hosts?

External host & risk level?

DHCP logs -> 
hostname search tool 

Dig DNS lookup -> 
whois -> 
MxToolbox Blacklist 
Lookup

Internal hosts?

External host & risk level?

Blacklist relevance?

Other related 
communications?

DHCP logs -> 
hostname search tool 

Dig DNS lookup -> 
whois -> 
MxToolbox Blacklist LkUp

contextualize blacklist 
search information
Network inspection 
tool -> DHCP logs -> 
hostname search tool
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ADDITIONAL INSIGHTS  VALUE OF THIS ENGAGEMENT 

Expanding Your Budget Options Improving SOC Efficiency  The final deliverables of this engagement 

included blueprints of new workflows, 

descriptions of required tools to fill in any 

discovered gaps as well as roadmaps for 

implementation.  We also provided a list 

of the fundamental investigation 

questions that were extracted from our 

interviews. 

The core value of this engagement (final 

takeaway) is that we provided the team 

with data that they will be able to use in 

an ongoing manner for further 

workflow/process development as well as 

evaluation of new products for their 

usefulness within the SOC. 

 

Without a solid understanding of the 

fundamental questions that all analysts 

should be trying to answer, often a 

perceived easy fix is to purchase the 

latest security software. The new 

technologies will likely have overlapping 

functionality with already available 

applications and still may not address 

the existing pain points of the team—

again exacerbating the skills crisis by 

requiring team members to constantly 

become experts in new products. 

With a list of the fundamental questions 

and an awareness of the current pain 

points and gaps in tools and process, our 

client can evaluate new products with 

more confidence and only buy or build 

the ones that are truly needed. Budget 

can be reallocated to other areas, such 

as attracting and hiring more analysts. 

According to a McAfee Labs report 

(December 2016), on average, 

organizations are unable to 

sufficiently investigate 25 percent of 

security alerts. 

Inefficiencies in the SOC processes 

mean security is suffering. The 

program needs to match what the 

SOC analysts are trying to do to 

make them more efficient.  

A greater awareness of the 

fundamental investigation questions 

being asked by analysts will improve 

their efficiency in investigating 

alerts—and allow them to turn 

attention to other critical areas of 

security. 
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